Formal Study of a Countermeasure
Against Side-Channel Attacks

Location. SEN group of the COMELEC department at Telecom ParisTech (37 rue Dareau, 75014,
Paris). This internship can lead to a PhD thesis.

Advisors. Pablo Rauzy and Sylvain Guilley ({firstname.lastname}@telecom-paristech.fr).

Context. In applications such as cryptography or real-time systems, formal methods are used to
prove functional properties on the critical parts of the code. Specifically in cryptography, some non-
functional properties are also important, but are not typically certified by formal proofs yet. One
example of such a property is the resistance to side-channel attacks. Side-channel attacks are a real
world threat to cryptosystems; they exploit auxiliary information gathered from implementations
through physical channels such as power consumption, electromagnetic radiations, or time, in order
to extract sensitive information (e.g., secret keys) [3, 2, 4].

Many existing countermeasures against side-channel attacks are implemented at the hardware
level, especially for smartcards. However, software level countermeasures are also very important,
not only in embedded systems where the hardware cannot always be modified or updated, but also
in the purely software world [9, 6]. This motivates the search for formal methods that can certify
the resistance of software to side-channel attacks.

Most existing countermeasures rely heavily on randomness (e.g., masking [5, Chp. 9]) which is
costly, especially on embedded systems such as smartcards, where resources are scarce. Nonetheless
it has recently been shown that it is possible and practical to build countermeasures that do not
require any randomness [1, 8] (hiding or balancing [5, Chp. 7]), and to prove their security, including
in software. Indeed, we were able to significantly decrease the signal-to-noise ratio of the side-channel
analysis attacker using a technique known as dual-rail with precharge logic (DPL) [7]. The idea of
DPL is to compute on redundant representations using two indistinguishable resources (noted yt,ye
and Ygalse), S0 that the attacker cannot know which one has been set. This approach works well but
not perfectly since actual hardware leakages can be more subtle than what the leakage model can
express. However, as the perspectives mentioned in [7] explain, adding randomness would help to
significantly improve the relevance of the leakage model.

Problems.

— Developing the new formal proofs that are needed when adding randomness. Indeed, the goal
is no longer to avoid leakage altogether but rather to have indistinguishable distributions.

— Studying the feasibility of masking on top of the DPL has to be studied (cost, proof, etc.) for
different (combination of) approaches: randomly swapping ysue and Ytaise, randomly choosing
the pair of bits used for the DPL protocol, randomly padding the unused bits, using an existing
masking scheme on top of the DPL protocol.

— Porting and validating in practice the DPL countermeasures onto other targets: other crypto-
graphic algorithms and other hardware platforms, such as AES on ARM for instance.

Organization. During this internship the candidate should:
1. Familiarize herself/himself with:
— the literature on side-channel attacks and especially power analysis;
— the paioli' framework;
— masking countermeasures.
2. Formally express and prove (discrete) probabilistic properties on symbolic execution.
3. Explore the different problems we listed and implement at least one of the perspectives.
4. Write a paper and submit it to a peer-reviewed conference ©.

Thttp://pablo.rauzy.name/sensi/paioli.html


http://pablo.rauzy.name/sensi/paioli.html
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